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Synopsi s

1)

2)

3)

4)

5)

6)

7)

I nternal control neans a process, effected by an
entity’ s governing board, managenent, and ot her
personnel , designed to provide reasonabl e assurance
regardi ng the achi evenent of objectives in the follow ng
categories: a) reliability of financial reporting,

b) effectiveness and efficiency of operations, and

c) conpliance with applicable | aws and regul ati ons.
Internal controls should be in force in all units of
gover nnent .

I nternal control consists of five interrel ated
conponents, which are: 1) Control environnment; 2) Risk
assessnment; 3) Control activities; 4) Information and
comuni cation; and 5) Monitoring.

OVB Circular A-133, "Audits of States, Loca

Governments, and Non-Profit Organizations", defines
internal control pertaining to the conpliance

requi renents for federal prograns as a process designed
to provi de assurance that transactions are properly
recorded and accounted for, transactions are executed in
conpliance with | aws and regul ati ons, and assets are

saf eguar ded agai nst | oss and unaut hori zed use.

For units receiving federal or State funds, nanagenent
is responsible for establishing effective nanagenent
controls. The lack of administrative continuity in
government units because of the continuing changes in
el ected bodies and in adm nistrative organi zations

i ncreases the need for effective nanagenent controls.

Internal control in small units of governnent presents a
problemin that there are not enough financi al

managenent staff menbers to adequately segregate duties.
Conmpensati ng nmeasures, usually involving the board, mnust
be taken to keep the systemof internal controls
functioni ng properly.

Internal control, no matter how well designed, has its
[imtations. These include human judgenent in decision
maki ng, collusion, and costs. In nost cases the cost of
an entity’s internal control should not exceed the
expected benefits. However, adequate controls are
necessary, regardless of cost, to ensure conpliance with
applicable I aws and regul ati ons.

There are specific procedures that nmust be followed to
mai ntai n adequate internal control over certain areas of
operation within a unit of |ocal governnent. Mst of

t hese revol ve around adequat e segregation of duties
anong the staff while perform ng day-to-day tasks.
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| nt r oducti on

A system of internal control consists of many specific
policies and procedures, which are often called controls.
Internal control is defined as a process - effected by an
entity’ s board of directors, managenent and ot her personnel -
designed to provide reasonabl e assurance regardi ng the

achi evenent of objectives in the categories of a)

ef fectiveness and efficiency of operations; b) reliability of
financial reporting; and c) conpliance with applicable | aws
and regul ations (AICPA SAS 78 para. 6). This generic
definition is applicable to all types of entities, including
a governnent of any size.

Internal control consists of the following five interrel ated
conponents: a) control environnment, b) risk assessnent,

c) control activities, d) informati on and comuni cati on, and
e) nonitoring.

bj ectives and conponents are directly related. Qbjectives
can be viewed as the goals to be achieved whil e conponents
are the neans to achi eve those objectives. Control

obj ectives and conponents of internal control are discussed
in nore detail below. The follow ng discussion defines three
obj ectives of managenment in the devel opnment of a system of
internal control for all governnents and public authorities.

Control (Objectives

The three categories of control objectives described
previously are what an entity strives to achieve. These

di stinct but somewhat overl apping categories have differing
pur poses and allow a directed focus to neet the needs of the
entity and others regardi ng each separate purpose.

1. Reliability of financial reporting. Managenment of the
| ocal governnment or public authority is responsible for
preparing financial statenents. Managenent has both a
| egal and professional responsibility to be sure that
the information is fairly prepared in accordance with
general |y accepted accounting principles (GAAP)

I nformati on concerning the operations and financi al
condition of the unit nust be accurate in order to be
useful .

2. Efficiency and effectiveness of operations. Controls
wi thin an organi zation are neant to encourage efficient
and effective use of its resources, including personnel,
to optimze the entity’'s goals. Good internal controls
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shoul d al so provide for a nore streanlined operational
system Unnecessary duplication of effort or

i nefficient processing of work can be detected by a good
internal control system This aspect of a functional
internal control system could be especially inportant
for units operating on limted budgets w thout the
resources for other nmeans or systens to nonitor work
efficiencies. These controls help to ensure that
information is accurate for internal decision nmaking.
These controls include those associated with both
reliable financial reporting and efficient operations.

The physical assets of an entity can be stol en, m sused,
or accidentally destroyed unless they are protected by
adequate controls. The sanme is true for other assets
such as accounts receivables, records (e.g. general

| edger, tax scrolls, journals etc.) and other inportant
docunents (e.g. grant agreenents). Safeguarding
information stored electronically has al so becone
increasingly inportant. Wth the expansion of electronic
comerce, citizens’ expectations for “electronic
government” will be raised. The subsequent increase in
el ectronic transactions and “el ectronic access” wl|
require increased security for electronic information
resour ces.

Conpliance with applicable | aws and regul ati ons. For
units of governnent, a good systemof internal controls
shoul d identify applicable | aws and regul ati ons and
provi de reasonabl e assurance that the |ocal governnent
conplies with those | aws and regul ati ons (Gover nnment
Audi ting Standards, paragraph 4.29.1). These |laws and
regul ati ons include The Local CGovernnent Budget and
Fiscal Control Act (G S. 159), other general statutes,
and grant agreenents applicable to local units of

gover nnent .

Conmponents of Internal Control

1

Cont rol Envi ronment

The control environnment is the atnosphere that surrounds
the organization and is a result of the actions,

policies, and procedures of managenent with respect to
Internal control. It is the basis for the other four
conponents. The control environnent is determ ned by the
fol | ow ng:

Updat ed 1/00



DEPARTMENT OF STATE TREASURER POLI CI ES MANUAL
| NTERNAL CONTRCLS POLI CY
SECTION 80 PAGE - 5

a.

Integrity and Ethical Values. The integrity and
the ethical values of those who establish, manage
and follow up on internal control are inportant
because it sets the exanple for others to followin
an organi zation. The design, adm nistration, and
moni toring of the other conponents require
integrity and ethical values in managenent.

Et hi cal and behavi oral principles established,
conveyed, and supported by managenent determ ne the
integrity and ethical behavior in the entity.

These principles also include managenent’s attenpts
to elimnate incentives and tenptations that m ght

| ead to dishonest, illegal, or unethical acts by
personnel. They al so include formal policy
statenents concerning ethical conduct by personnel
and al so principles conveyed informally by
managenent’ s exanpl e.

Comm tnent to Conpetence. Conpetence is the
know edge and skills needed to conplete a job’s
specific requirenents. Managenent’s commtnent to
conpet ence concerns eval uating the conpetence

| evel s needed for particular jobs and the

associ ated knowl edge and required skills.

Board of Directors or Audit Committee
Participation. An entity s board of directors or
audit commttee can have a significant effect on
the control environnment. An effective board or
audit commttee is independent of managenent. |Its
menbers are actively involved in and scrutinize
managenent’s activities. Qther characteristics of
its menbers which can effect the contro

envi ronment include their experience, their
integrity, the type of questions raised with
managenent, and their involvenent with internal and
external auditors.

The Local Governnment Conm ssion recomends that al

| ocal governnents establish audit commttees.
Governi ng bodi es often do not provide sufficient
control over the activities of the unit's staff.
Attention should be given to the board' s conplaints
and/ or recomendations to help | ocate probl em areas
or inefficient activity. This is especially true
in small units of governnment because of the

i nherent problemcreated by the limted staff size.

Managenent’s Phil osophy and Operating Style.
Managenent’ s phil osophy and operating style effects
the functionality of the system of internal

control. If a unit's managenent does not provide
clear signals to enpl oyees about the inportance of
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an internal control system enployees will feel the
systemis uninportant and will not followit.

Phi | osophy and style are characterized by
managenent’ s response to risk. This response is
reflected in its approach toward financi al

reporting in terns of its choice of conservative or
liberal alternatives and estimates, and in its
views towards the accounting function and staff. A
system of internal control is only as good as the
per sons who nmanage it.

Organi zational Structure. The organi zational
structure is an outline enconpassing the entire
entity which indicates how it functions to fulfill
its objectives. This outline should clearly

speci fy each position in the entity, the |ines of
authority and responsibility, and the duties of
each position. There should be a detailed
procedures manual devel oped in the context of this
structure indicating how each transaction occurring
within the entity should be initiated, which
position should initiate it, which position(s)
shoul d approve it, and which position(s) should
record and verify it. The organi zation’s structure
shoul d be devel oped and communicated to all parties
i nvol ved (the governing board, unit nmanager,
finance officer, and all other elected or enployed
per sons).

Assi gnnent of Authority and Responsibility. In
addition to the structural aspects already

menti oned, a systemof internal control establishes
formal methods of communication (e.g.
organi zati onal and operating plans, enpl oyees’ job
descriptions, and related policies) concerning the
assignnment of authority and responsibility for
operating activities, and on the establishnment of
reporting relationships and | evels of

aut hori zation. Clear, concise lines of authority
for each transaction that takes place in the unit
are essential. This authorization may be general
or specific. For exanple, a purchasing clerk may
have general authorization to purchase office
supplies up to a certain dollar limt. However,
where the purchase of fixed assets is concerned, a
specific and individual authorization should be
required.

Al so included are policies and directives
concerning appropriate operating procedures,

know edge and experience | evels of key staff, and
the neans available to performone’s duties. These
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policies and directives should enconpass the
entity’s objectives in a format understandable to
all staff. Each staff menber shoul d be nmade aware
of how their performance effects those objectives,
and how their performance will be neasured.

g. Human Resource Policies and Practices. The fornmal
human resource policies and nore inportantly, how
they are put into practice, reveal an entity’s
commi tments, val ues, nmanagerial philosophy, and
other qualities which factor into the control
environment. The manner in which human resource
activities are carried out, fromrecruitnment, to
training, to renediation, to retirenent, also
effect the control environnment. For exanpl e,
eval uati on procedures that comuni cate expected
performance | evel s and require objective
docunent ati on of that performance denonstrate an
entity’s commtnent to openness and fairness. They
al so directly conmuni cate expected |l evels of job
per f ormance and behavi or.

2. Ri sk Assessnent

Ri sk assessnent with respect to the financial statenents
is managenent’s identification and anal ysis of risks
that effect financial statenment preparation and the
actions taken to mnimze those risks. Managenent
assesses risks as a part of designing and operating
internal controls to mnimze error and fraud. For
exanpl e, risk assessnent nay address how the unit
processes cash receipts or classifies and records

di sbur senent s.

Situations and events, both internal and external, may
occur that can inpair the integrity of an entity’s
accounting systemand inpact the quality of its
financial statenments with respect to the assertions of
managenent. After identification of these risks,

anal ysi s by managenent determ nes their inportance, the
potential for happening, and nmanagenent’s response.
Managenment may decide to tackle specific risks through
changes in policies or procedures. However, depending
on the costs involved or for other reasons, managenent
may take no action and judge the level of risk to be
accept abl e.

Sonme of the factors effecting risks are:
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| nternal Factors

« Staff turnover. Changes of key enpl oyees, either line
or managenment, can result in changes in attitudes and
knowl edge of the entity' s internal control.

e Information systens and technol ogy. New systens and
new t echnol ogi es, or major changes to existing ones,
can i npact operations and financial reporting. They
can al so require changes to internal contro
pr ocedur es.

e Structural changes. Downsizing, decentralization, or
restructurings often result in decreases in staffing
and consolidation of operations which would require
internal control procedures to be re-eval uated.

Li kew se, an entity may grow so rapidly or expand
into new service areas that existing interna
control s becone ineffective.

External Factors

* Operating environnment. Changes in economic,
political, and regulatory conditions may put
addi ti onal stresses on nanagenent which could
conprom se internal control procedures.

e Accounting statenents. New or changi ng statenents
may require changes in financial reporting and thus
ef fect any associ ated ri sks.

3. Control Activities

Control activities refer to the guidelines instituted by
managenent to ensure that their orders are executed.
Through the inplenentation of these activities, the

| evel s of risk inherent in an entity’ s operations are
reduced to acceptable levels. The follow ng policies
and procedures can be considered control activities:

» Performance reviews. This includes the analysis of
operating results with respect to budgets, prior
peri ods, and applicable benchmarks. Both fraudul ent
and unintentional m sstatenent of perfornmance data
are possible. Therefore, an essential characteristic
of the persons performng internal verification
procedures is independence fromindividuals
originally responsible for preparing the data.
Performance review is the | east expensive neans of
internal verification

Updat ed 1/00
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Information processing. These control activities are
carried out to ensure accuracy, conpleteness, and

aut hori zation of transactions. Information
processing controls can be put into two broad
categories: general controls and application
controls. General controls can consist of controls
over data center functions, software purchase and

mai nt enance, access security, and application system
devel opment and mai ntenance. GCeneral controls apply
to mai nfrane, personal conmputers, network, and end-
users environments. Application controls are
specific to each particular application. These
controls help ensure the integrity of the information
collected. This includes the validation of
transactions, proper authorizations, and conplete and
accurate processing.

Supervi sory reviews. A supervisory review of records
serves as an internal check of records and
transactions. A thorough review of records may hel p
detect irregularities and unintentional errors. The
timeliness of the reviewis extrenely inportant to
its effectiveness. A supervisor who reviews the

| edgers and journals only on an annual basis is not
effective in preventing frauds and errors commtted
el even nonths earlier. Supervisors nust be thorough
and know edgeable in the area they are reviewing. A
cursory review serves little purpose. Supervisors
shoul d physically docunment that they reviewed the
records (e.g., initial the records reviewed). By
reviewi ng the records, the supervisor assunes
responsibility, along with the enpl oyee who perforned
the transaction, that the records are reasonably
accurate and are legitinmate.

Physical controls. This category deals with

physi cal security of assets including procedures for
aut hori zed access to assets and records. This

i ncl udes access to conputer prograns and data files
and taki ng periodic physical inventories to verify
book bal ances.

It is essential for adequate internal control to
protect assets and records. |If assets are |eft
unprotected or are not adequately protected, they can
be stolen, danmaged or lost. The nost inportant type
of protective neasure for safeguarding assets and
records is the use of physical precautions. For
exanple, loss of inventory itens may be reduced if
they are controlled by the use of a storeroom Hard
to replace and val uabl e assets al so shoul d be
protected from physi cal damage by use of fireproof

Updat ed 1/00



DEPARTMENT OF STATE TREASURER POLI CI ES MANUAL
| NTERNAL CONTRCLS POLI CY
SECTI ON 80 PAGE - 10

safes or safe deposit boxes. Such assets should be
| ocked up at all tinmes. Cash on hand shoul d be
mai nt ai ned under the sole control of the person
directly responsible for it.

When a unit is highly conputerized, it is inportant
to protect its conputer equipnent, prograns, and data
files. There are three categories of controls rel ated
to safeguarding El ectronic Data Processing (EDP)

equi pnent, progranms, and data files. The three
categories are physical controls (lock doors to
conputer roomand term nals, adequate storage space
for software and data files, proper fire

extingui shing systens, etc.); access controls (only
aut hori zed enpl oyees can use the equi pnent and have
access to software and data files, etc.); and backup
and recovery procedures (backup copi es of prograns
and critical data files are stored in a safe renote

| ocation).

Bondi ng protects the unit fromloss should an

enpl oyee commt fraud or m sappropriate funds. As
required by G S. 159-29, the finance officer nust be
bonded for at |east $10,000, and not nore than

$250, 000. The tax collector and any enpl oyee who has
custody of nmore than $100 of public funds or has
access to inventories of the unit at any tine al so
nmust be bonded for an anpbunt to be determ ned by the
governing board. In situations where a staff nenber
is fulfilling the dual responsibilities of tax
collector and finance officer (wth Local Governnent
Comm ssi on approval ), a separate bond can be obtai ned
for each position. |If a single faithful performance
bond i s obtained, the anpbunt should reflect the fact
that the two offices are included within its

cover age.

e Segregation of duties. In the internal control
process, adequate segregation of duties reduces the
opportunities for soneone to be in a position to both
commt and hide errors or irregularities in their
duties. Cenerally, this is achieved by dividing the
responsi bilities of authorizing transactions,
recordi ng transactions, and nai ntaini ng custody of
assets between staff nenbers. In small units with
limted personnel, governing board nenbers may need
to take on sone of these responsibilities.

To prevent fraud and errors, the general guidelines
for separation of duties are: a)separate the custody
of assets from accounting; b) separate the

aut hori zation of transactions fromthe custody of
related assets; c) separate duties within the
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accounting function; d) separate operational
responsi bility fromrecord-keeping responsibilities
and e)separate duties within Electronic Data
Processi ng(EDP). These gui delines are di scussed

bel

a.

Updat ed 1/00
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Segregation of the control or custody of assets,

i ncludi ng cash, fromthe accounting function. This
aspect of segregation of duties hel ps protect a
unit against fraud. One person should not handl e
both the custody of and the accounting for assets
because there is excessive risk of that person
using the assets for personal gain and adjusting
the financial records to cover up the m suse. Al so,
because a person with a programm ng or input
function in an EDP environnment woul d have access to
t he accounting records, he/she should not have
access to assets because the same type of m suse
and cover-up coul d occur.

. Segregation of authorization of transactions from

custody of related assets. This el enent of
segregation also helps to prevent fraud within a
unit. Exanples include not allow ng staff nenbers
who aut horize the hiring of new personnel to

di stri bute paychecks.

. Segregation of duties within the accounting

function. One person should never be responsible
for recording a transaction fromits origintoits
posting to the general |edger. Posting to the
journals should be separated from posting to the
rel ated subsidiary | edgers.

. Segregation of operational responsibility from

record- keeping responsibility. A separate record-
keepi ng function should al ways be in place, and
shoul d function independently of other operations
of the unit. Centralized accounting nornally
fulfills this requirenent.

. Separate duties within Electronic Data Processing

(EDP). ldeally, within EDP, separate the follow ng
functions: the system anal yst(responsible for the
general design of the system and sets objectives of
the overall system and the specific design of
applications), programrer (devel ops speci al
flowcharts for the application, prepares conputer
instructions, tests the program and docunents
resul ts), conputer operator (responsible for running
data through the systemin conjunction with the
conputer program, and the librarian (naintains
conput er prograns, transaction files, and ot her
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conput er recordi ngs, providing physical control
over these records and rel eases themonly to

aut hori zed personnel.) It is inmportant that the
programmer not have access to input data or
conput er operation, since understanding of the
program can easily be used for personal benefit.
| deal |y, the operator should be prevented from
havi ng sufficient know edge of the programto
nodi fy it before or during use.

* Rotation of duties - Job duties should be rotated
within a departnent on occasion, preferably on a
surprise basis. This wll reduce the likelihood of
fraud since enployees are aware that, at any tine,
anot her enpl oyee coul d be given their work
assi gnnents or tasks, and therefore may detect fraud
being commtted. As an extra benefit, enployees
becone cross-trained in other job functions, which
i ncreases overall efficiency. Job duties should also
be rotated when enpl oyees are on vacation. In this
regard, all enployees should be required to take
vacations, with persons in finance or cash-handling
positions required to take several consecutive days
of f at some point during the year. This practice
hel ps to detect |apping, which is the postponenent of
entries for the collection of receivables in order to
conceal an existing cash shortage.

4. | nformati on and Communi cati on
The purpose of a unit’s accounting information and
comuni cation systemis to identify, classify, record,
assenbl e, analyze, and report the unit’s transactions
and to maintain accountability for its account bal ances.
Managenent’s ability to nake decisions and report on an
entity’s financial standing requires tinmely and accurate
i nformati on.

For each class of transactions, the accounting system
nmust identify the follow ng objectives:

* Appropriate transactions are recorded. The contro
system should identify all | egitimate, valid
transactions and ensure that they are recorded.

e Transactions are properly valued. Procedures nust be
in place to detect errors in recording and
summarizing the value assigned to a transaction,
i ncl udi ng mat hematical and clerical errors.

* Transactions are properly classified. | nt er na
control procedures nust ensure that each recorded
transaction contains sufficient information for

accurate classification.
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e Transactions are recorded at the proper ti
Procedures nust be in place to ensure t
transactions are recorded in a tinely manner and
t he proper reporting period.

e Transactions are properly included in subsidiary
records and correctly summarized. The interna
control system nust provide for accurate sunmmations
of transactions and ensure that subsidiary records
are correctly updat ed.

 The system of control should not permt invalid
transactions to be posted to the accounting records.

me
hat
in

Adequat e docunentation is essential to a good system of
internal control. Fraudulent activity may be deterred

i f substantial docunentation is required to initiate and
conplete a transaction. FErrors in recording
transactions can nore easily be detected if adequate
docunent ati on exists. Good docunentation al so hel ps
assure that all transactions have been properly

aut hori zed.

a. Wl | -desi gned and properly used docunents increase
the effectiveness of internal control.

1. Whenever possi bl e, docunents should be prenunbered
consecutively to help account for m ssing
docunents. Prenunbered docunents will alert
managenent to m ssing records and help to ensure
that all existing transactions are recorded.
Nunber ed docunents al so are easier to file and
| ocate at a | ater date when needed. Docunents that
shoul d be prenunbered include: all receipts for
paynment of funds to the unit, purchase orders,
bills or invoices, and checks.

2. Transactions should be docunented in a tinely
manner (e.g., at the point of transaction when
possi bl e) .

3. Docunents should be as sinple as possible to use,
and be in such a format that encourages correct
preparation. Fornms should have spaces desi gnated
for the signatures of authorizing personnel,
columms for nunerical data, spaces for account
nunbers, directions for the routing of the
docunent, and shoul d be conprised of the correct
nunber of copi es.

4. Docunents shoul d be designed for nmultiple use

whenever possible. This reduces the nunber of
forms to be maintained in inventory and nmakes it
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easier for staff nmenbers to learn the proper way to
conpl ete them

b. Anot her el enent of docunentation is the chart of
accounts, which is used to classify transactions into
bal ance sheet and incone statenent accounts. The
chart of accounts is inportant because it provides
the framework for determning the information that is
presented to the general public and other financial
statement users. The classifications should assi st
the unit's governing board in its deci sion-naking.
| f the chart of accounts is conplete and thorough, it
al so assists in detecting msclassification errors.
For additional information, see the "Chart of
Account s" section of this manual.)

c. The use of a procedures nmanual is another el enment of
good internal control. A detailed procedures manual
encour ages consi stent application of a unit's
policies, including those concerning internal
control s.

Communi cation in a systemof internal control also

i nvol ves naking staff nenbers aware of their
responsibilities and the part they play in the system
They must al so understand the effect of their actions in
terms of financial reporting. Comunication also

i ncl udes naki ng personnel aware of how their activities
relate to the work of others in terns of financial
reporting and the procedures for reporting exceptions

al ong the chain of command. Qpen conmuni cati on channel s
in a systemof internal control facilitates the
reporting of exceptions along with appropriate foll ow up
action.

Pol icy and procedures nmanual s, accounting and financi al
reporting guides, and nenoranda are forns of

comuni cation. For smaller units of governnent,

comuni cations can be made orally and through active

i nvol venent of the governing board.

5. Moni t ori ng

An i nportant managenent responsibility is to establish
and maintain internal control. Managenent nonitors
controls to consider whether they are operating as

i ntended and that they are nodified as appropriate for
changes in conditions.

Monitoring deals with ongoing periodic assessnent of the
quality of internal control performance by the unit of
governnent to determne that controls are operating as
i ntended and that they are nodified as appropriate for
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changes in conditions. The information for assessnent
and nodification conmes froma variety of sources

i ncludi ng study of existing internal controls, internal
auditor reports, exception reports and unit letters
received fromthe Local Governnment Comm ssion (LGC)

f eedback from personnel and conplaints fromcitizens.

Monitoring is ongoing. It should be part of the nornal
routine in an entity’s operations and include regul ar
activities performed by managenent. Departnent nanagers
should routinely review internal reports and investigate
further any significant differences fromtheir know edge
of their departnent’s operations.

In many larger entities, resources are available to
support internal auditors or personnel perform ng
simlar functions who assist, via independent
assessnments, with the nonitoring of an entity’s
activities. These assessnents report on the functioning
of internal control, especially in the evaluation of its
desi gn and operation. They inform nmanagenent of the
strengt hs and weaknesses and nake reconmendati ons for

i nprovenent s.

Monitoring may al so consist of information received from
external parties. Taxpayers and users of services
inmplicitly verify billing data when paying their bills
or making conpl aints about them Oversight agenci es,
grantors, or the staff of the Local Governnent

Comm ssion may communicate with the unit regarding
conpl i ance issues, reporting problens, or operating
problens. Also, an inportant part of nonitoring by
managenent i s comruni cations with external auditors on
the subject of the unit’s internal control

OMB Circular A-133 Definition of Internal Control over
Federal Prograns

For units receiving federal funding directly or through a
State agency, the U S Ofice of Managenent and Budget’s
Circular A-133, "Audits of States, Local CGovernnents, and
Non-Profit Organi zations" (dated 6/24/97), defines internal
control over federal prograns as pertaining to the conpliance
requi renents for federal prograns (internal control over
federal programs). It is a process - effected by an entity’s
managenent and ot her personnel - designed to provide
reasonabl e assurance regardi ng the achi evenent of the
foll ow ng objectives for federal prograns:

1. Transactions are properly recorded and accounted
for to:
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a) Permt the preparation of reliable financial
statenents and federal reports;

b) Mai ntai n accountability over assets; and

c) Denonstrate conpliance with | aws, regul ations,
and ot her conpliance requirenents;

2. Transactions are executed in conpliance wth:
a) Laws, regul ations and the provisions of
contracts or grant agreenents that could have
a direct and material effect on a federal
program and
b) Any other laws and regul ations that are
identified in the conpliance supplenment; and

3. Funds, property, and other assets are safeguarded
agai nst | oss from unauthorized use or disposition.

Managenment Controls Requi renent Under Federal or State
Fundi ng

For units receiving federal or State funds, nanagenent is
responsi bl e for establishing effective managenent controls.
The lack of admi nistrative continuity in governnent units
because of the continuing changes in elected bodies and in
adm ni strative organi zati ons increases the need for effective
managenent controls. Managenent controls, in the broadest
sense, include the plan of organization, nethods, and
procedures adopted by nanagenent to ensure that its goals are
met. Managenent controls include the processes for planning,
organi zing, directing, and controlling program operations.
They include the systens for nmeasuring, reporting, and
noni t ori ng program performnce.

Managenment controls can be classified as foll ows:

a) Program operations: controls over program
operations includes policies and procedures that
managenent has inplenented to reasonably ensure
that a programneets its objectives.

b) Validity and reliability of data: controls over
the validity and reliability of data include
policies and procedures that nanagenment has
i npl enented to reasonably ensure that valid and
reliable data are obtained, maintained, and fairly
di sclosed in reports. These controls help assure
managenent that it is getting valid and reliable
i nformati on about whether prograns are operating

properly.

c) Conpliance with laws and regul ations: controls
over conpliance with | aws and regul ati ons incl ude
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policies and procedures that nanagenment has
i npl enented to reasonably ensure that resource use
is consistent with laws and regul ati ons.

Saf eguar di ng resources: controls over safeguardi ng
resources include policies and procedures that
managenent has i nplenented to reasonably ensure
t hat resources are safeguarded agai nst waste, |oss
and m suse.

Internal Control in Small Units of Government

Segregation of duties, a fundanental part of internal

control, has always posed a problemfor small units of
governnment. In these units, there are generally only one or
two persons responsible for all accounting functions.
Especially with only one person, segregation of duties is not
possible to the extent necessary to provide proper internal
control. However, conpensating controls can be put in place
in such a manner that the integrity of the accounting records
or safety of assets is not jeopardized. |In small units of
government, enpl oyee or board nenber involvenent is generally
required to provi de adequate conpensating controls. The

enpl oyee should not be involved in the unit’s financial
operations, except for internal control purposes. The
board's invol venment usually requires that a nenber act as an
enpl oyee by perform ng certain accounting tasks. The board
al so may get involved by testing transactions that have not
been subject to proper segregation of duties due to the snal
nunber of avail abl e enpl oyees.

Limtations of an Entity’'s Internal Control

Internal control, no matter how wel |l designed and operat ed,
can provide only reasonabl e assurance to managenent and the
board of directors regardi ng achi evenent of an entity’s
control objectives. The |ikelihood of achievenent is
affected by limtations inherent to internal control. These
include the realities that human judgenent in decision making
can be faulty and that breakdowns in internal control can
occur because of such human failures as sinple error or

m stakes. Additionally, controls can be circunvented by the
collusion of two or nore people or managenent override of

i nternal control

Another limting factor is that the cost of an entity’s
internal control should not exceed the benefits that are
expected to be derived. Although the cost-benefit
relationship is a primary criterion that should be consi dered
in designing internal control, the precise neasurenent of
costs and benefits usually is not possible. Accordingly,
managenent nmakes both quantitative and qualitative estinates
and judgnents in evaluating the cost-benefit rel ationship.
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Cenerally, the cost of the control should not exceed the
benefits that will be derived fromit. However, sone
controls are necessary regardl ess of cost to ensure
conpliance with statutory requirenents.

Internal Control in Specific Areas of Operations

(Note: The follow ng sections discuss specific areas of
internal control. Certain essential tasks are identified in
each area of operation. Also, information is provided for
smal |l units of governnent that operate with only one or two
persons perform ng accounting functions. These are not

i ntended to be exhaustive lists, but rather are intended to
provi de guidance in each area. QOher itens al so nay be

I nportant.)

CGeneral Internal Controls That Affect the Control Environnent

The following is a discussion of basic internal controls that
are an essential part of the operation of a unit of
government as a whol e.

1. Each unit shoul d have an organi zation chart that clearly
defines the lines of authority and responsibility.

2. Up-to-date job descriptions should be on file for each
position within the unit of governnent.

3. The governi ng body should participate closely in the
day-to-day operations of a unit, especially a unit with
a small accounting staff.

4. Mont hly financial reports should be prepared on a tinely
basi s and shoul d be reviewed and understood by
managenent and the governi ng body.

5. Al'l enpl oyees shoul d take annual, uninterrupted
vacations. Oher adequately trained enpl oyees should
performthe tasks of those enpl oyees on vacati on.

6. Al'l personnel performng fiscal functions nust be
adequately trained. Any staff menber in this area who
is not adequately trained should be currently enrolled
in the proper course(s) to ensure that any deficiencies
are elimnated.

7. The internal audit staff should be adequately trained
and have the proper resources and authority to
effectively evaluate a unit's policies and procedures.

8. Managenent and t he governi ng body should take steps, in
a tinmely manner, to inplenent suggestions for
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i mprovenent made by the auditor and/or internal audit
staff.

Internal Control in the Accounting System

The following is a discussion of the basic internal controls
that are applicable to every unit's accounting system

1
2.

N o o bk

10.

Al'l journals, |edgers, and other accounting records should

be kept up-to-date at all tinmes and shoul d be bal anced.

Al'l subsidiary records should be periodically reconciled to

the control accounts. This reconciliation should be

docunented and mai ntai ned on file.

Each unit should nmaintain a witten accounting procedures

manual . This manual should contain the following: a

uni form chart of accounts with explanations as to what

itens are charged to each account; approval authority for

financial transactions; and guidelines for controlling

expendi tures, such as purchasing requirenents and travel

aut hori zati ons.

Al journal entries should be approved, explained, and

properly supported with the correct docunentati on.

The unit should maintain the m ni mum nunber of funds

possible to neet | egal and operating requirenents.

Duties shoul d be segregated as nuch as possi bl e between

custody of the assets and recording of the transactions.

Each unit should maintain and follow records filing,

retention, and di sposal policies in conpliance with the

Public Records Laws, G S.132, and the guidelines

establ i shed by the Record Services Branch, Division of

Archives and Hi story, Departnent of Cultural Resources.

Detailed informati on can be found on their website,

www. ah. dcr. state. nc. us/sections/archives/rec.

Al'l accounting records should be maintained in a secure

pl ace. Conputerized accounting systens shoul d be

controlled with the use of passwords and ot her safeguarding

pr ocedur es.

Al'l expenditures nade in excess of appropriations and ot her

devi ations fromthe adopted budget should be investigated

and resol ved.

Reserves shoul d be established for the foll ow ng:

a. encunbr ances

b. interfund receivables for which cash is not avail able
in the debtor fund or which are not expected to be

repaid pronptly

C. inventories and other assets, including non-current
recei vabl es

d. restricted revenues

e. fund bal ance reserved by State Statute (G S. 159-8)

f. any ot her reserves required by the governing body
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Internal Control Procedures - General and Statutory

The followi ng is a discussion of general and statutory controls
that apply to every unit's operations.

1. The foll ow ng transactions shoul d al ways be approved in the
m nutes of the nmeetings of the governing body:

a. contracts to buy or rent land or other real estate
b. continuing contracts
C. construction contracts
d. pur chase orders for nmjor purchases
e. I nt ergover nnment al agreenents
f. contracts of an unusual nature
g. any ot her major contract

2. Al mnutes of the governing body should be maintained in
final formin the permanent records of the unit.

3. The unit's official records should be maintained in a
fireproof |ocation after regular business hours.

4. Al'l funds remai ning unclained for five years should be

I
escheated to the State as required by G S. 116B

5. The unit shoul d devel op, adopt, and approve its budget
according to G S. 159-13. The accounting system shoul d
show in detail the revenues and expenditures as they are
shown in the budget.

6. Al'l taxes should be distributed according to the statutes
(G S. 159-27).

7. Al'l enpl oyees who handl e public noneys or have access to
i nventories nmust be bonded either individually or under a
bl anket bond (G S. 159-29).

8. The foll ow ng persons nust be bonded for at |east $10, 000
and not nore than $250, 000 according to the referenced
statutes: the finance officer (G S. 159-29) and the tax
collector [G S.105-349(c)].

9. A conpl ete schedul e of insurance coverage and |imts should
be mai ntai ned, showi ng expiration dates, prem uns, coO-
i nsurance cl auses, and other essential information.

10. O ficials independent of the responsibility for placing
coverage should periodically review all insurance coverage
and costs. Independent, professional advice should be
utilized on coverage and use of forns.
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Internal Controls for federal and State Grants and Prograns

Units of governnent often receive federal and/or State funds to
carry out specific prograns and grants. These prograns may be
executed directly by the unit, or the unit may pass on these
funds to a third party who in turn executes the program |In
both cases, the unit nust ensure that controls are in place to
provi de reasonabl e assurance that funds are recorded and
expended in conpliance with programrequirenents while
adequat el y saf eguardi ng any assets associated with the program
However, the responsibilities for conpliance requirenents are
significantly different for direct recipients and pass-through
entities with subrecipients. Finally, a unit should have
controls in place to distinguish vendors from subrecipi ents.
Vendors are not subject to conpliance requirenents. For a |ist
of factors distinguishing vendors from subrecipients, refer to
OVB Circular A-133, section 210.

Critical Internal Control Procedures for Mnitoring Gants
Expended Directly by the Unit

A responsible official should nonitor activities under grant
prograns (draws, advances, and deposit of funds; expenditures;
mat chi ng of funds; and filing of financial reports) for
conpliance with grant contracts, applicable regulations, and
mat chi ng requirenents. Monitoring, to be effective, usually
requires sone or all of the follow ng policies and procedures:

1) Separate accounts for identifying receipts and
expenditures by grant.

2) Budget categories for grant receipts and expenditures
by grant.

3) Docunentation of a time schedule for filing financial
reports with grantors.

4) Reconciliation of grant financial reports that have
been prepared, reviewed, and approved by a responsible
official before filing with supporting account records.

5) Review of eligibility determ nation

6) Witten notification to enployees when grant provisions
or related regulations inpose requirenents that differ
fromthe governnental unit’s nornmal policies and
pr ocedur es.

7) |f applicable, nonitoring the indirect cost allocation

pl an and approval of allocations and requests for
rei mbur senent s
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Critical

I nternal Control Procedures for ©Monitoring

Subr eci pients of Gants

A pass-through entity is responsible for ensuring that
subreci pi ents expend awards in accordance with applicable | aws,
regul ations, and provisions of contracts or grants. OVB G rcul ar
A- 133 requires a pass-through entity to performthe foll ow ng
for grants to subrecipients:

1)

2)

3)

4)

5)

6)

Identify the awards made by inform ng each subreci pi ent
of the CFDA title and nunber or State program nunber,
the award’ s name and nunber, the award year, whether
the award is for R&D, and the nane of the grantor
agency. Wien sone of this information is not avail abl e,
t he pass-through entity should provide the best
information avail able to descri be the award.

Advi se subrecipients of the requirenents inposed on
them by federal and state | aws, regul ations, and the
provi sions of contracts or grant agreenents, as well as
any suppl enental requirenments inposed by the pass-

t hrough entity.

Monitor the activities of subrecipients as necessary to
ensure that the awards are used for authorized purposes
in conpliance with laws, regul ations, and the

provi sions of contracts or grant agreenents and that
per formance goal s are achi eved.

Ensure that subrecipients expendi ng $300,000 or nore in
federal awards during the subrecipient’s fiscal year
have net the audit requirements of OB Circular A-133
for that fiscal year.

| ssue managenent decisions on audit findings within six
nmont hs after recei pt of subrecipients’ audit reports,
and ensure that subrecipients take appropriate and
timely corrective action.

Keep subrecipients’ report subm ssions (or other
witten notification when a subrecipient is not
required to submt a reporting package) on file for
three years fromthe date of receipt.

The nonitoring procedures used by the pass-through entity may
include on-site visits, reviews of docunentation supporting
requests for reinbursenment, and |limted-scope audits. The
foll owi ng are other nonitoring procedures that a pass-through
entity may perform

1)

Revi ewi ng grant applications submtted by subrecipients
to determ ne that -
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- Applications are filed and approved in a tinely
manner .

-  Each application contains the condition that the
subreci pient conply with the federal and/or state
requi renents set by the federal and/or state agency.

2) Establishing internal control over conpliance to

provi de reasonabl e assurance that-

-  Funds are disbursed to subrecipients only on an as-
needed basi s

- Funds are disbursed to subrecipients only on the
basi s of approved, properly conpleted reports
submtted on a tinely basis.

- Refunds that are due from subrecipients are billed
and collected in a tinely manner

- Subrecipients and other entities and individuals
receiving federal funds neet eligibility
requirenents.

3) Reviewing financial and technical reports, to eval uate
t hem for conpl eteness and for conpliance with
applicable I aws and regul ati ons.

4) Evaluating audit findings; issuing appropriate
managenent deci sions, if necessary; and determning if
an acceptable plan for corrective action has been
prepared and i npl enent ed.

5) Review ng previously detected deficiencies and
determ ning that corrective action was taken

Internal Control in Cash Receipts

Proper internal control over cash receipts is essential because,
if uncontrolled, cash is the easiest of all assets to m suse

W t hout detection. Access to cash nust be limted; therefore,
it must be controlled as soon as possible after it is received
by the | ocal governnent. The “Cash Managenent”section of this
manual has additional information concerning cash.

Critical Internal Control Procedures for Cash Receipts

1. Control of incom ng cash should be established at the
earliest possible point, which is nornmally with the
delivery of the mail. A non-accounting staff person should
receive the mail, open it, and list all checks received on
a Daily Mail Collection Report. This report should show
the date, the name of the person submtting the paynent,
and the amount and type of the paynent. Al checks should
be restrictively endorsed i medi ately upon receipt. |If
there is nore than one accounting position, the accounting
clerk may performthese endorsenents and prepare receipts.
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If there is only a finance officer position, he/she should
perform these duties.

2. Cash and checks al so are received fromthe issuance of
licenses, permts, or sales of other itens. Any paynents
recei ved by the cashiers should be controlled at the point
of collection, and appropriate receipts issued. Al
Iicenses and permts should be issued from prenunbered
forms. Al copies should be marked if a formis voided.
Al'l copies should be maintained on file for the proper
retention period. Unused copies should be controlled by
sonmeone ot her than the issuer(s).

3. Cash col l ection should be centralized to the maxi num extent
possi bl e wi t hout hindering operations.

4. The staff nenbers and/or cashiers receiving the checks and
cash should prepare receipts for all collections. The
recei pts should be prenunbered, and all issued nunbers

shoul d be accounted for with receipt registers or lists.
(Voi ded recei pts should be narked and recorded as such and
not be destroyed.) Unissued receipts should be controlled
by the staff menber(s) authorized to receive cash. The
finance officer should performthese functions if he or she
is the only accounting staff nenber. O herw se the
accounting clerk should assune these responsibilities.

5. An accounting staff nenber should receive the checks and
control listings fromthe person opening the mail and from
the cashier(s), Daily Mail and Daily Collection Reports,
resepectively. The deposit slip should be prepared in
duplicate by this accounting staff nmenber. The finance
of ficer should assune this responsibility in a small unit.

6. Bank deposits should be nade daily (G S. 159-32). However
if daily cash receipts are |l ess than $250, the unit may
el ect to make deposits only on days when cunul ative
recei pts on hand ampbunt to at |east $250 (G S. 159-32). The
governi ng board nust approve this election prior to its
bei ng enacted. In any case, all funds received nust be
deposited on the |ast business day of the nonth. Deposits
shoul d be taken to the bank by someone ot her than the
person who prepared the deposit. Al deposits should be
made in official depositories. In small units, these
functions should be perforned by the finance officer. Daily
deposits are extrenely inportant in units of governnent
t hat have decentralized operations since a nunber of
| ocations will be receiving cash and the anmounts nay be
mat eri al .

7. After the deposit is made and the duplicate has been

val i dated by the bank, the duplicate should be conpared to
the Daily Collection Report(s) to verify that all cash
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recei ved was deposited. Physical evidence that the
verification was nade, such as the staff nmenber naking the
deposit actually initialing the deposit slip, should be
required. In small units, the finance officer should
assunme these responsibilities.

8. After the duplicate deposit slip is conpared to the Daily
Col l ection Report(s), the Daily Collection Report(s) and
all duplicate deposit slips should be turned over to the
accounts receivable clerk for posting to the subsidiary
| edgers and the cash receipts journal. The accounts
recei vabl e clerk should reconcile postings to the deposit
slips and evidence this reconciliation with his or her
initials. D screpancies should be brought to the attention
of appropriate supervisory personnel. In small units, the
finance officer should assunme these responsibilities.

9. Cash mai ntained on the prem ses should be kept to a
mnimm Al cash maintained should be in either a
cashier's change fund or a petty cash fund. In either
case, the staff nenber directly responsible for it should
mai ntain the cash under strict sole control; no one el se
shoul d have access to the cash. |In other words, cashiers
shoul d never work out of each other’s cash drawers.

Cashi ers should reconcile their change funds at the end of
each day and maintain witten records of each
reconciliation bearing their signatures as evidence that
the reconciliation was performed. Periodic surprise cash
counts shoul d be conducted for both change funds and petty
cash funds by staff menbers other than those responsible
for the cash. These counts should be docunented, and al so
shoul d i nclude the reconciler's signature. Any

di screpancies in a cash reconciliation should be reported
i medi ately to the finance officer, or to a board nenber if
the finance officer is responsible for the cash. 1In a
smal |l unit, the finance officer or a board nenber should
conduct the surprise cash counts.

Back-up keys to the cash shoul d be naintai ned under dual
control at all times for each cash supply so that cash can
be obtained in case of energencies or unexpected absences.
These keys shoul d be signed in and out by both staff
menber s having control over them whenever it is necessary
to use the keys. Any cash that is accessed by these staff
menbers shoul d be counted under dual control prior to the
cash being used, and the anmount of cash on hand shoul d be
reconciled to the last reconciliation perfornmed by the
staff menber normally responsible for the cash. A witten
record of the reconciliation should be maintained and

signed by both staff nenbers. 1In small units, the finance
of ficer can be one of the two persons responsible for the
back-up keys. In very small operations, it mght be
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necessary for a board nmenmber to serve as one of the two
persons necessary to access the cash.

I nternal Control Over Deposits in Financial Institutions

In addition to providing a deterrent to m suse, a good internal
control systemover a unit's deposits held in financial
institutions should detect quickly any errors nade by those
institutions. Units rely on their institutions to provide
accurate records, yet the finance officer must be prepared as a
part of his/her stewardship responsibilities over public funds
to ensure the accuracy of such records.

Critical Internal Control Procedures for Deposits in Financial
| nstitutions

1. Al'l deposits should only be in institutions authorized by
t he governing body of the unit.

2. Al'l funds held by financial institutions nmust either be
insured by the FDIC or fully collateralized in accordance
with GS. 159-31(b).

3. The financial institutions that hold the unit's funds
shoul d be instructed to notify the governing body, or their
del egate, of any unusual itenms or transactions occurring on
t he account, such as insufficient funds notices or checks
made payable to cash

4. Current signature cards and ot her docunents required by the
institution(s) should be maintained on file with the unit's
financial institution(s) at all tines, indicating which
staff menbers can sign checks on which accounts. These
docunents should be in strict accordance with the
aut hori zations to sign checks as approved by the governing
body.

5. Al'l bank statenments should be reconciled pronptly upon
recei pt by a staff nmenber independent of the cash receipts
and di sbursenents functions. Statenments should be

del i vered unopened to this staff menber. |In performng the
reconciliations, the staff nenber should check for the
fol | ow ng:

A Deposits

1. Conpare dates and anmounts of daily deposits as
shown on the bank statements with the cash
recei pts journal.

2. | nvestigate bank transfers to see that both sides

of the transacti on have been recorded in the
unit's financial records.
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B. Di sbur senent s
1. Account for all check nunbers, including voided
checks.
2. Exam ne cancel | ed checks for authorized

signatures, irregular endorsenents, and
al terations.

3. Look for checks payable to cash. Investigate
t hese itens.

Al'l discrepancies should be reported to the finance officer
i medi ately. Al reconciling itens should be investigated
and approved by the finance officer or review ng board
menber. Upon conpletion, all reconciliations should be
reviewed by a responsible official. (See the "Cash" policy
for a nore conpl ete discussion of bank reconciliations.)

In small units, a board nenber may performthe bank
reconciliations. |If an accounting clerk is available to do
the reconciliations, he or she may do so, but a board
menber should review the reconciliations.

Internal Control in Petty Cash

Wil e petty cash funds are generally imuaterial to a unit's
financial condition as a whole, they are easy targets for m suse
of funds. Good internal control over petty cash funds can help
to prevent such a m suse.

Critical Internal Control Procedures for Petty Cash Funds

1. Petty cash funds shoul d be maintained on the inprest basis
at the mnimum effective amount. One individual should be
responsi ble for the fund and should maintain sole control
over it. Back-up, dual control access to the fund should
be available in the event of an energency.

2. Petty cash vouchers should be required for all petty cash
di sbursenents. These vouchers should be signed by the
payee and shoul d be approved by the payee's supervisor.

3. Al'l petty cash funds shoul d be repl eni shed at nonth-end at
a mninmum All petty cash vouchers should be cancell ed by
soneone ot her than the fund custodi an when the fund is
repl eni shed.

4. Al petty cash funds should be subject to a surprise cash
audit fromtinme to tine.
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Internal Control in Revenues

I nternal controls over revenues primarily focus on two areas:
proper billing and proper recognition of the revenue earned.
Most of these controls apply to all areas of revenue collection,
but there are sone controls specific to tax collections. These
are identified in the foll ow ng di scussion.

Critical Internal Control Procedures for Revenues

1. The organi zation and integration of the records for
col l ections should identify probable taxpayers as a result
of |icense purchases or other contacts with the unit.

2. Records shoul d be updated on a tinely basis to prevent
incorrect billing of anbunts due to the unit.

3. There should be, to the greatest extent possible, a
separation of duties between the collections, billing, and

recei vabl es functi ons.

4. Al paynments in lieu of taxes fromthe U S. Forest Service
must be used for public schools according to State and
federal | aws.

5. Al partial paynents must be included in the daily deposit
made by the finance officer. Al partial paynents, except
those properly deferred until subsequent years, should be
recogni zed as revenue in the current year.

6. Al'l subsidiary records should be reconciled with the
control accounts on a nonthly basis.

7. Al'l delinquent accounts should be listed periodically and
reviewed by the appropriate official.

8. Billings for enterprise and other service revenues shoul d
be based on usage as determ ned by accurate and tinely
servi ce neter readings.

9. For enterprise revenues, assignnents of neter readers
shoul d be periodically rotated on a surprise basis.

10. For service revenues, procedures should be in place to
identify irregular service patterns. Any irregularities
identified in this manner shoul d be thoroughly
i nvesti gat ed.
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Critical Internal Control Procedures Specific to Tax Coll ections

1. Al taxes must be levied within statutory limtations and
for the purposes permtted by the statutes (counties, G S.
153A-149; municipalities, G S. 160A-209).

2. There should be a clear separation of duties between the
tax collector and the tax assessor. |If there is not a
separation of duties over these two functions, there should
be conpensating controls over the tax scrolls and receipts.

3. Taxes receivabl e nust be reconciled periodically to the
control accounts.

4. The tax scrolls must be adequately maintai ned and bal anced
periodically with the control accounts.

5. Al'l rel eases, refunds, and wite-offs of taxes nust be
aut hori zed by the governing body in its mnutes or by the
tax supervisor as permtted by law [G S. 105-325(b)].

6. Al'l discoveries should be properly recorded as a part of
the current year's |evy.

7. Al'l uncol |l ected delingquent taxes nore than ten years old
shoul d be witten off the books, unless collection
proceedi ngs are underway.

Internal Control in Cash Di shursenents

There are three inportant aspects of the cash disbursenent
function that nmust be controlled. They are: 1) checks nust be
si gned by authorized personnel, 2) check signers nust thoroughly
revi ew docunent ati on supporting the disbursenent prior to
signing the check, and 3) check signers should be independent of
t he accounts payabl e function.

Critical Internal Control Procedures for Cash Di sbursenents

1. Pr enunmber ed checks should be used for all disbursenents.

2. The unused check supply should be | ocked up at all tines.
Li stings of the check nunbers in the unused supply shoul d
be mai ntained so that at any tine a check inventory could
be obt ai ned and verifi ed.

3. Voi ded checks shoul d be so indicated on the check register.
The checks thensel ves shoul d be sufficiently defaced so
that no one could use them Methods of defacing voided
checks include witing "VO D' across the payee and
signature lines of all copies of the check using permanent
i nk, and/or by punching hol es through the account nunber at
t he bottom of the check. Voided checks should be
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mai ntained on file in nunerical order with other cancell ed

checks.

4. Bl ank checks shoul d never be signed in advance.

5. Checks shoul d never be nade payabl e to cash.

6. A check protector should be used at all tinmes to inprint
checks issued manual ly. Checks shoul d be prepared by
sonmeone not authorized to sign them In small units, the
finance officer may prepare checks if there are no other
accounting staff nmenbers. |If an accounting clerk also is

on staff, that person should prepare the checks.

7. Check signers should review docunentati on supporting the
di sbursenents prior to signing the checks. Check signers
shoul d revi ew docunentation for the foll ow ng:

a. Anmount s and payees on docunentation (purchase orders
and invoices) should agree to the checks.

b. Docunent ati on shoul d be stanped "paid" to prevent
duplicate paynents. Only original invoices should be
paid - photocopies should not be accepted.

C. For maxi mum cash managenent, payabl es shoul d not be
di sbursed before or after they are due, unless
a discount is realized by paying early. Even then,
t he di scount should be nore than the potenti al
interest earnings on the funds needed to pay the bill.

d. Al'l purchase orders and contracts or checks and
warrants shoul d have properly signed pre-audit
certificates (G S. 159-28).

8. Purchase orders should be initialed by an authorized
i ndi vi dual when goods are received and matched to the
purchase order. This purchase order would eventually be
mat ched to the corresponding invoice to facilitate paynent
aut hori zation. All personal services should be verified
before paynent is made. In small units with only one
accounting position, the finance officer may initial his or
her approval on purchase orders indicating receipt of goods
or services. |If there are two accounting positions, the
accounting clerk should performthis task.

9. Two signatures are required on all checks per G S. 159-
25(b). The second signature should be that of soneone not
havi ng access to the accounting records. Both persons
signing the checks are equally responsible for review ng
supporting docunentation. |If facsimle signhatures are
used, they should be adequately controlled. [If the
facsimle is one signature, enployees with the authority to
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sign checks as the second signature should not have access
to the facsimle. |If the facsimle is two signatures, the
pl ate shoul d be under dual control at all tinmes. Any

enpl oyee havi ng access to facsimle signature dies should
be properly bonded. The governing board may wai ve the dual
signature requirenents if the board determ nes that
satisfactory internal control procedures are in effect. In
smal | units, checks should be signed by the finance officer
and a board nenber. However, the finance officer should
not have access to the signature plate of the board nenber
and vice versa.

10. Enpl oyee expense reports should be properly conpleted prior
to paynent. Reports shoul d be signed by the enpl oyee,
approved by the appropriate person(s) as required by the
policy (see the "Travel Policy" section of this manual),
and supported by all required docunentati on.

11. Al checks should be nailed or distributed by soneone ot her
than the person who prepared the checks. In small units, a
board nmenber should mail or distribute all checks.

12. Disbursenents should only be nade to authorized vendors.
Purchasing officers should avoid vendors that use high
pressure sales tactics. An out-of-state vendor should only
be utilized after the governing body has given its specific
approval .

13. Prior to making disbursenents to a vendor, a unit should
obtain the necessary IRS Form 1099 information, if needed.

14. Al itens that are outstanding for a |lengthy or irregul ar
anount of tinme should be investigated. Paynent shoul d be
stopped on checks held outstanding for |ong periods of
tinme.

15. Al wire or other electronic transfers should be nade by
persons aut horized by the governing body. The financi al
institution should require witten evidence of the
aut hori zations. These authorizations should be kept
current.

Critical Internal Control Procedures Specific to Payrol
Di sbur senent

In addition to all control procedures that apply to cash
di sbursenents, the foll ow ng procedures apply specifically to
payrol | disbursenents.

1. Each enpl oyee shoul d have a personnel file that includes
the followmng at a m ni num
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hiring authorization

salary history

hours aut horized to work

federal and State w thhol ding forns

hospital and retirenment deduction information
aut hori zation for all other payroll deductions

ToanoTo

Any changes in an enpl oyee's status should be supported by
t he appropriate docunentation in the enpl oyees' personnel
file.

Payrol | checks should be handl ed |i ke other cash

di sbursenments except that a tinme sheet or card signed by

t he enpl oyee and approved by the appropriate supervisor
(evidenced by the signature of the authorized person) wll
be the supporting docunentation for disbursenment. (Sone
enpl oyees may be exenpt from conpleting time records.

These positions must be decl ared exenpt by the governing
board.) Pre-audit certificates are not required on each
payrol |l check if the check used to deposit payroll funds to
t he account on which the payroll checks are drawn contai ned
a signed certificate. In small units, the finance officer
and a board nenber should sign all payroll checks, and the
board nmenber should distribute them

A separate payroll checking account should be maintai ned on
an inprest basis (see "Payroll" policy).

Uncl ai ned checks shoul d be placed in a secure area under
the control of the person distributing the checks or other
staff nmenber independent of the disbursenent function. In
small units, a board nenber should assune this

responsi bility.

Units should have witten personnel policies prohibiting
enpl oynent practices that result in nepotism conflicts of
interest, or discrimnation.

Critical Internal Control Procedures Specific to Travel

Expendi t ur es

1

There should be a definite, witten policy for requesting
travel advances, reporting travel expenses, and reinbursing
the unit for unexpended advances.

Al travel advances shoul d be approved by a departnent head
and effectively controll ed.

Al l enpl oyees should be required to give an adequate
accounting of actual expenses incurred subsequent to the
i ssuance of a travel advance.
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4. Al'l reinbursed travel expenses should be nade in accordance
with the travel policy as adopted by the unit. (See the
"Travel " section of this manual for nore information.)

Internal Control in Accounts Receivabl e

The primary control in the receivable function is the
segregation of duties for receipting cash and posting it to the
accounts receivable | edger. Receivables should be reconciled
periodically, and delinquent accounts should be reviewed by an

appropriate official. Duties should be separated as nmuch as
possi bl e between the three sectors of the revenue cycle -
billing, collections, and mai ntenance of the receivable records.

| deal |y, these sectors should be conpletely separate. For smal
units of governnent, board involvenent in this area is critical
in order to maintain the integrity of the accounting records.

Critical Internal Control Procedures for Accounts Receivable

1. On a periodic basis (at least nonthly) a list of delinquent
accounts should be prepared. For utility or other
services, a "cut-off" policy should be in place to
term nate services to delinquent custonmers. The list of
del i nquent custoners shoul d be revi ewed by soneone ot her
than the staff nenbers responsible for collections and
accounts receivable to see that the policy is being
enforced. The governing body in a small unit of government
shoul d assune the responsibility of determ ning the "cut-
off" policy and enforcing it.

2. Daily posting of receipts to accounts receivable | edgers
shoul d be done by soneone other than the staff nenber
responsi bl e for cash receipts. In small units, if thisis
not possible, a board nmenber should test a sanpl e of
recei pts and trace themto the accounts receivabl e | edger.

3. Subsidiary receivabl e | edgers should be reconciled at | east
monthly with the control |edgers. ldeally, this should be
done by soneone other than the staff nenber posting the
receivables. In small units with only one person on the
accounting staff, a board nenber should performthese
duties. Inunits with two or nore accounting positions, an

accounting clerk would be responsible for these tasks.

I nternal Control in Investnent Managenent

According to G S. 159-30(a), the finance officer is responsible
for managi ng i nvestnents subject to the |aw and to what ever
additional restrictions and directions the governing board may
i npose. The finance officer has the power to purchase, sell,
and exchange securities on behalf of the governing board. The
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i nvest ment program should be so managed that investnents and
deposits can be converted into cash when needed. The finance

of ficer should, at the sane tine, see that securities and funds
are protected fromtheft, fire, or other damage, and that duties
are properly segregated to prevent the m suse of funds. The

i nvestnment function should operate efficiently, with as few
peopl e as possi bl e having access to funds and investnents.

Critical Internal Control Procedures for |nvestnent Muinagenent

1. Al'l investnments should be in conpliance with G S. 159- 30.

2. A cash managenent and investnent policy, approved by the
governi ng body, should be on file. The investnent officer,
cash manager, or staff nenber fulfilling those duties

shoul d follow that policy. A sanple cash policy can be
found in the “Cash Managenent”section of this manual.

3. Level s of acceptable risk should be included as part of the
unit’s investnment policy. The governing board shoul d be
informed of the various risk categories of investnents in
the unit’s policy statenent. The finance or investnent
of ficer should evaluate the credit and saf ekeeping risks of
all investnents prior to investing the funds to insure they
conply with policy.

4. Perfecting custody of investnments is a vital cash
managenent function. Adequate custody of investnents
decreases the possibility of suffering |osses from
i nvestnments of public funds. Although the statutes (G S.
159-30(d)) require physical possession of securities, that
is not possible in the “book-entry” environnment. In these
cases, the Attorney General has issued an opi nion
i ndicating that a custodial account should be established
in the nane of the unit with a trust conpany authorized to
do business in North Carolina and who is a nenber of the
Federal Reserve. Safekeeping by the broker or on the
operating side of the bank is not acceptable. It m ght be
wi se to have these arrangenents reviewed by the unit's
attorney to assure the unit’s claimon the assets. (See the
"Cash" section of this manual for a nore detailed
di scussi on of custody and investnent policies.)

5. Access to securities should be limted to personnel
aut hori zed by the governing board. Any securities
physically held by the unit should be maintai ned under
strict dual control. 1In small units, a board nenber
can act as the second control person if there is only one
accounting staff person. |If there are two accounting staff
menbers, an accounting clerk can be the second control
per son.
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6.

10.

11.

12.

Securities should be adequately safeguarded in | ocked,
fireproof conpartnents.

Securities held by the unit should be inventoried on a surprise
basis periodically and reconciled to the accounting records.
The inventory shoul d be conducted by soneone independent of the
i nvestnment function. Statenents provided by saf ekeepi ng agents
al so should be reconciled to the investnent records on a
periodic, surprise basis, again by a staff nmenber independent

of the investnent function. 1In a small unit, if there is only
one accounting position, a board nenber should performthe
inventory and reconciliation. 1In units with two accounting

positions, an accounting clerk can performthese functions.

On an "as received" basis, broker confirmations and saf ekeepi ng
recei pts should be reconciled and any di screpanci es
investigated. The unit's investnent record card al so shoul d be
reconciled to the confirmati ons and saf ekeepi ng receipts.

Itenms that should be reviewed include anobunt, interest rate,
purchase price/sale price, and purchase/sale date. Witten

evi dence shoul d be provided of such reconciliations. A board
menber should performthese reconciliations in a small unit.

Any approvals required by the unit's witten cash nanagenent
policy for purchases, sales, or other investnent activities
shoul d be obtained, with witten evidence of such approval
provided. In small units, a board nmenber shoul d approve these
transacti ons.

A permanent record should be mai ntai ned on each investnent
reflecting principal, due date, interest paynent dates, rate or
anmount of interest, seller, safekeeping agent, and ultinmate

di sposal of the investnent. This information should match that
on the selling broker's confirmation and on the saf ekeepi ng
receipt.

A system should be in place to insure that all interest is
credited as due for the proper anpbunt and to the proper funds.
In addition, an investnent schedul e shoul d be maintained that
cal cul ates accrued interest anounts for each investnent. These
anmount s shoul d be anal yzed for reasonabl eness, conpared to

mar ket rates, and reconciled to the actual anobunts paid.

| nvest nents should be reported in conpliance with GASB
Statenment No. 31, Accounting and Financial Reporting for
Certain Investnents and for External |nvestnent Pools, which
establ i shes accounting and financial reporting standards for
all investnents held by governnental external investnent pools
and certain investnents held by other governmental entities.
This statenent requires governnental entities, including
governmental external investnment pools, to report investnents
at fair value on the bal ance sheet. Fair value is the anount
at which a financial instrument could be exchanged in a current
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transaction between willing parties, other than in a forced or
liquidation sale. Governnmental entities are permtted to report
certain short-termnoney nmarket investnents at anortized cost
when certain criteria are net, i.e. remaining maturity at tine
of purchase of one year or |ess. These investnents include
commerci al paper, bankers’ acceptances, U.S. Treasury

obl i gati ons and agency obligations. Asset-backed securities,
derivatives, and structured notes are not included. Certain
financial institution deposits and repurchase agreenents al so
are recorded at cost in nost situations. For additional
information, refer to this nmanual’s “Cash Managenent” section

Al'l underlying securities in repurchase agreenment transactions
shoul d be held by a third party saf ekeeping agent. (Note: The
selling bank's trust departnent does not qualify as a third

party.)

Internal Control in Accounts Payabl e, Expenditures, Encunbrances,

Pur chasi ng, and Contracting

G S. 159-28(a) states that "no obligation may be incurred in a
program function, or activity accounted for in a fund included
in the budget ordi nance unl ess the budget ordinance includes an
appropriation authorizing the obligation and an unencunbered
bal ance remains in the appropriation sufficient to pay in the
current fiscal year the suns obligated by the transaction for
the current fiscal year." Internal controls in the
expendi tures, encunbrances, purchasing, and contracting areas
shoul d ensure that all expenditures are properly docunented and
made in accordance with the authorized budget. Wthin the
expenditure function, purchasing and contracting require
speci al procedures.

Critical Internal Control Procedures for Accounts Payabl e,

Expendi tures, and Encunbrances

1. Expendi tures shoul d be controlled using the budget ordi nance.
For any annual |y budgeted fund, all expenditures nust be
budget ed, and there nust be sufficient budgeted revenues or
avai |l abl e fund bal ance to cover each expenditure. (See the
"Budgeting Policy" for nore details on this area.)

2. Al'l budget appropriations in the current year should be
recorded in the appropriate expenditure account.

3. Al'l expenditures nust be charged agai nst an appropriation
account. The exact timng of the accounting entry will vary
depending on the type of transaction.

4. An encunbrance system nust be used by:

a. counties with popul ati ons of 50,000 or nore.
b. cities and towns with popul ations of 10,000 or nore.
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C. school systens with average daily nenberships of 6,000 or
nor e.

O her units may use an encunbrance systemif they choose [G S.
159-26(d)] and in fact even small governnents conmonly use an
encunbrance accounting system (See the "Purchasing"” section of
this manual for nore information on encunbrance accounting.)

An effective year-end cut-off policy should be in place for al
l[iabilities, including accounts payabl e.

Al'l accounts payabl e subsidiary records should be reconciled to
t he general |edger on a nonthly basis by soneone who does not
have access to the subsidiary records. In small units, the
finance officer or accounting clerk may performthis task. A
board nmenber should review the reconciliation and test a sanple
of postings to the records to verify that all itens are being
properly posted.

Any adjustments to recorded accounts payable should be fully
docunent ed and approved by the finance officer. In a snal
unit, a board nenber shoul d approve any adjustnents.

Any debit bal ances in accounts payabl e should be investigated
t hor oughl y.

cal Internal Control Procedures for Purchasing and Contracting

Prenunber ed purchase orders should be used for all purchases.
Voi ded purchase order forns should be recorded as such and
copies maintained on file.

The approval of invoices for paynent shoul d be independent of
the purchasing function. The preaudit certificate (G S. 159-
28) should be signed by the finance officer in all units.
Facsim |l e signatures are used in automated systens where

pur chase orders cannot be issued w thout adequate unencunbered
bal ances avai |l abl e.

| nvoi ces and ot her supporting docunentation should be

t horoughly reviewed prior to approval being given for paynent.
The docunentation should provide evidence that the item was
received and billed as ordered.

An open file for outstandi ng purchase orders shoul d al ways be
mai ntained to facilitate nonitoring of outstanding orders.

Al'l department purchases should be requisitioned or approved by
t he departnent head prior to purchase. This approval should be

inwiting. In small units where there is nore than one
accounting staff nmenber, the finance officer should initiate
the purchases. In units with only a finance officer and no

ot her accounting staff, a board nenber shoul d approve al
pur chases.
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6. Depart ment heads shoul d be provided a detailed |ist of
expenditures, with conparisons to the budget at |east on a
gquarterly basis, and preferably on a nonthly basis. Not only
will this allow the managers to keep track of their budgets,
but it serves as a good check for errors.

7. Those contracts requiring public bids per G S. 143-128 through
133 shoul d be handled as required by the statutes. Conplete
docunent ati on shoul d be mai ntained on the bids and the awarding
of the contract. (See the "Purchasing"” section of this nmanual
for nore details on purchasing and contracting requirenents.)

8. The governing board may grant bl anket authorizations to staff
menbers to enter into contracts to purchase goods. These
aut hori zations should be very specific as to the nmaxi mum dol | ar
anount, type of assets being purchased, and other ternms of such
contracts. Any contract not neeting the specifications of the
bl anket aut hori zati ons shoul d be approved by the board.

9. If a unit uses open-ended purchase orders and/ or procurenent
cards, specific controls are required to ensure conpliance with
the preaudit statute, G S. 159-28 (see the "“Purchasi ng” section
of this manual for additional information). Departnent heads
shoul d revi ew t hese purchases made by their staff on a nonthly
basis. This review should be incorporated in the processing of
accounts payabl e.

10. No contracts or purchase orders should be made with persons
forbidden by law to sell to the unit. G S. 14-234 states the
restrictions on related party transacti ons.

11. Acconmmodati on purchases for enployees shoul d be expressly
prohi bited. These include purchases of goods nade for
enpl oyees for their personal use fromvendors at the unit's
contract price. An exception is authorized prograns such as
the one allow ng teachers to purchase conputers.

Internal Control in Inventory and Fi xed Asset Managenent

It is essential that all inventories and fixed assets be adequately
controlled to prevent their msuse. It is the responsibility of
each departnent or area supervisor to see that keys to the supplies
storage facility are adequately controlled and that physical counts
are conducted on a periodic basis. However, controls should be
cost-effective. Sone departnents may have a very |limted anount of
inventory, while certain enterprise and service departnents may have
significant inventories on hand. Not all procedures may be
applicable to insignificant inventories as they are not cost
effective. The costs of inventory tracking should be wei ghed

agai nst the potential benefits. (See the "Inventory" and "Fi xed
Assets" sections of this manual for nore information on these
areas.)
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Critical Internal Control Procedures for |nventory Managenent

1. A unit should inventory and control in its general |edger al
maj or cl asses of materials and supplies, if nmaterial.

2. Per petual inventory systenms should be maintained for all ngjor
cl asses of inventory.

3. Custodi al responsibilities should be clearly defined. For areas
with significant inventories, this responsibility should be included
in the appropriate job descriptions.

4. | nventory should be controlled with physical barriers, such as
| ocked cabi nets or storehouses.

5. Keys to inventory should be controlled in such a manner that
does not inhibit day-to-day operations. For utility departnents,

t he engi neer nmust have a key to the inventory. Ideally, no one el se
shoul d have a key, so the inventory stays under the strict control

of one person. However, a back-up key shoul d be naintai ned under
dual control in case the engineer is unexpectedly absent. |If his or
her absence is foreseen, such as schedul ed vacation tinme, the key
shoul d be turned over to the appropriate assistant. (The key should
be returned to the engi neer upon his or her return to work.)

Witten records should be naintained of these relinquishnments and
assunptions of control with each person initialing and indicating
the date and tine of exchange. Witten records can provide

i mportant information regarding responsibility if a problem should
occur. The sane procedures should be followed if the back-up key is
used. Those persons having control of the key should release it to
the appropriate staff nmenber, and each should give witten evidence
of the exchange.

6. Physi cal inventory counts should be made once a year at a

m nimum The count should be nmade by an i ndependent staff menber or
menbers (one or nore who have no control over the inventory even in
back-up situations). Counts should be conducted from "scratch”
(i.e. not using the previous year's count sheets). All counts
shoul d be recorded in witing and should be signed or initialed by

t he person(s) performng the counts. Once the count is conplete, it
shoul d be reconciled to the perpetual inventory records and the
general ledger. This reconciliation should be evidenced in witing.
In small units, inventory counts should be taken by a board nenber
if there is only one accounting or finance staff nenber. |If there
are two accounting or finance staff nenbers, the finance officer may
take the inventory.

7. Records shoul d be maintai ned showi ng all additions,

wi t hdrawal s, and transfers of inventory. Persons receiving the
inventory should initial the records. For transfers and

wi t hdrawal s, the person releasing the inventory should initial as
wel | .
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8. An adequate requisition system should be in place for al
i ssuing stores. These requisitions should be approved by the
department head or other designated person.

9. Significant inventories should be insured agai nst | oss.

10. Persons having control of inventory should not have access to
t he accounting records.

11. Provisions should be nade for obsolete or inactive inventory.
Periodic reports should be made to the governi ng body concerning
obsol ete itens.

12. A workabl e system should be in place to maintain optinmm
guantities of inventory at all tines.

Critical Internal Control Procedures for Fi xed Asset Managenent

1. Adequat e accounting records should be nmaintained that identify

and classify all fixed assets.

2. Adequat e gui del i nes should be established and followed to

di stingui sh between expensed itens and capital additions.

3. Physi cal inventories of fixed assets should be taken on an
annual basis by independent parties. Inventory counts should
be taken "from scratch” - not using the previous year's count

lists. Count sheets should be initialed by the person(s)
taking the inventory. The count should be reconciled to the
accounting records, with witten evidence of the reconciliation
mai ntained. In small units, the inventory should be taken by a
board nmenber if there is only one accounting or finance staff
menber. |If there are two accounting or finance staff nenbers,
the finance officer may take the inventory.

4. Al fixed assets should be tagged or identified in the
accounting records by a control nunber, as applicable. (See
the "Fi xed Assets"” section of this manual.) Tags should be
prenunbered, with all nunbers accounted for, and shoul d
identify the assets as belonging to the unit. Tags should be
affixed in a pernmanent nmanner.

5. Al'l property, buildings, titled equipnent and vehicles, and
other itenms should be held in the name of the unit. Al deeds
on real property should be properly recorded and stored in a
secure place.

6. Al fixed assets purchased, transferred, sold, scrapped, or
destroyed should be recorded as such in a tinmely manner in the
accounting system This facilitates proper valuing of assets
and hel ps to prevent |oss or m suse.
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7. Al'l sales of surplus property should be conducted in accordance
with GS. 160A, Article 12 (nmunicipalities) or G S. 153A-176
(counties).

8. Al'l purchases made with federal grant funds shoul d be
identified as such and accounted for by the source of the
f unds.

9. Adequat e i nsurance coverage nust be maintained on all real and

personal property. An independent review of insurance coverage
shoul d be conducted at | east every three years.

Internal Control Over Interfund Transfers or Loans

While interfund transfers are perm ssible with the approval of the
governi ng body, there are certain statutory restrictions to which
the unit nmust adhere. There also are several standard procedures
that should be followed. Sone restrictions and procedures al so
apply to interfund | oans.

Critical Internal Control Procedures for Interfund Transfers and
Loans

1. There should be no transfers or | oans whatsoever fromthe
foll owi ng funds, as the revenues in these funds are restricted
for use as defined by the fund itself:

a. funds to account for taxes specifically voted by the
peopl e

b. funds to account for taxes or other revenues collected for
ot hers

C publ i c assi stance funds

d. school funds

e. reapprai sal fund [G S. 159-13(b)(17)]
Al

2. | transfers and |loans fromthe follow ng funds shoul d be
checked for legality and propriety:
a. capital reserve fund (G S. 159-22)
b. capital project fund for bond issue proceeds[G S. 159-
13(b) (19)]
C. debt service funds
d. enterprise funds [G S. 159-13(b)(14)]
e. funds that account for taxes other than those voted by the

peopl e or those collected for others, on which there is no
restriction as to the anount of Ievy.
f. service district funds [G S. 159-13(b)(18)]

3. Each interfund transaction should be authorized in the mnutes
of the nmeetings of the governing body. Interfund | oans that
will remain outstanding for nore than one fiscal year nust be

approved by the board and should be included in the budget (see
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t he "Budgeting"” section of this manual for nore information).
Aut hori zation for interfund | oans shoul d include provisions for
the nethod and tine of paynent.

Internal Control Over Current Liabilities, Bonds Payabl e, and
O her Long- Ter m Debt

I nternal control procedures for liabilities and debt outstanding are
primarily statutory requirenents that nust be net.

Critical Internal Control Procedures for Current Liabilities

1. Detail ed records of all outstanding contracts should be
mai nt ai ned.

2. Al amounts withheld fromcontract paynents upon conpl etion of
a project should be reflected on the books (retainage).

3. Al'l bid and other deposits held by the unit should be
adequately controlled. The subsidiary |edger should be reconciled
to the control accounts on a periodic basis.

Critical Internal Control Procedures for Bonds Pavyabl e

1. Each bond issue should be approved in the m nutes of the
nmeeti ngs of the governing body. These m nutes should al so
aut horize the bond election (G S. 159-60). Publication of the
notice of referendum should be nade and should agree with the
pur poses and restrictions contained in the board neeting
mnutes (G S. 159-61).

2. All proceeds froma bond issue nust be used in accordance with
the stated purpose of the issue.

3. Separate accounting records should be maintained for each bond
order as required by G S. 159-26(b) (6).

4. Al |l debt service and other fiscal requirenents of revenue bond
resol utions should be conplied wth.

5. Al l bond order and secondary market disclosure requirenents
shoul d be conplied with and appropriate IRS forns (8038-G or
8038-CC) fil ed.

6. Al l proceeds frombond issues subject to arbitrage rebate
requi renents shoul d be accounted for separately fromthe unit's
other funds to facilitate tracking of the investnent earnings.

Critical Internal Control Procedures for O her Long-Ter m Debt

1. Al'l | ease-purchase agreenents, installnment contracts to
purchase | and or other fixed assets, and contracts involving
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t he purchase of realty and assunption of existing debt should
be properly reflected on the financial records as |ong-term
debt and fixed assets.

2. All contracts shoul d be approved by the Local Governnent
Comm ssion if the Conm ssion's approval is required (G S. 160A-
20, G S. 159-148).

3. The unit should be neeting the arbitrage rebate requirenents
for all tax-exenpt financing.

Internal Control in a Small System EDP Environnent

There are several internal controls that are essential in the smal
system EDP environment. First is the segregation of duties to
ensure accurate input, processing, and output of data. Second is

t he physical control of the hardware. Third is the physical control
of the software and data files. Control over software and data files
is vital to maintain the integrity of the accounting records.
Segregation of duties is virtually inpossible in a snall system

envi ronnent; other checks and controls nust be inplenented to
conpensate for the |l ack of segregation

Critical Control Procedures in a Small System EDP Environnent

1. Al'l conputer hardware should be included in the fixed asset
inventory (see "Fixed Assets" section of this nmanual). Al
har dware should be clearly identified as property of the unit
and shoul d be tagged.

2. Har dwar e shoul d be adequately protected agai nst damage. Surge
protectors should be used on all electrical hook- ups.
Adequat e i nsurance shoul d be maintained to cover damage of the
equi pnent .

3. Pur chasi ng of conputer equipnment for a unit should be
centralized in order to prevent purchasing of inconpatible
equi pnent. Purchases shoul d al ways be made from reputabl e
deal ers.

4. Al software should be identified as property of the unit. The
unit should conply with all licensing requirenents.
I nventories of all software should be naintai ned. Adequate
docunent ati on of the operation of all software prograns shoul d
be kept on file and updated when necessary.

5. Back-up copies of all software should be maintained. Of-site
storage of software back-ups may be desirable if the software
has been significantly nodified for the unit, or is an original
pr ogram

6. Back-up copies of all data files should be maintained. Of-
site storage of critical data is necessary for full protection
agai nst | oss.
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10.

11.

12.

Al'l back-ups maintained on-site should be kept in fireproof
facilities. Data files and software should be adequately

prot ected agai nst danage. Diskettes should be properly stored
when not in use - protected fromextrene tenperature changes,
dust, and magnetic fields. |In addition, all diskettes should
be properly | abel ed.

Di skettes containing sensitive data should be naintai ned under
the control of the staff menber responsible for the related
function.

Access to the equi pnent, software, and data shoul d be
controlled. Diskettes can be | ocked away; sone keyboards al so
have a | ock function. An independent verification should be
made fromtinme to tine to ensure that conputers and/or software
are not being used for personal business w thout express

aut hori zati on.

A di saster recovery plan should be in place. Part of this plan
shoul d include alternatives for conputing resources, either

t hrough contract or reciprocal agreenment, in the event of a
conplete loss of critical conputer hardware. This plan should
be coordinated with the unit’s overall energency nmanagenent
oper at i ons.

An i ndependent verification should be made periodically to
ensure that application prograns are functioning properly.

The unit shoul d have nmi ntenance agreenents on file for the
har dware or shoul d have made an express decision to self-insure
for repairs and mai nt enance costs.
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MEMORANDUM #568
State of North Carolina
Department of State Treasurer

State and Local Government Finance Division ROBERT M. HIGH
TREASURER and the Local Government Commission DEPUTY TREASURER

April 9, 1984

TO: Finance Officers of Small Governmental Units
FROM: Robert M. High
SUBJECT: Internal Controls

The Local Government Commission has gathered information that will help smaller units strengthen
their internal controls. Elected officials have a responsibility to provide taxpayers with reasonable assurance
that governmental finances are adequately controlled. Whether a unit of government has strong or weak internal
controls directly reflects the reliability of the accounting records and financial statements. Strong internal
controls aid in the prevention of fraud and the detection of accidental errors in the accounting process.

Extensive separation of duties is not always possible for smaller units of local government. In such
cases, the duties should be separated as much as possible and alternative controls used to compensate for lack of
separation. The governing board members must be called upon to provide some of these controls.

This bulletin is addressed specifically to the smaller units where internal controls are weak due to the
limited number of personnel. These internal control procedures are not complete and your Uniform Accounting
Systems Manual should be consulted for further guidance. The Local Government Commission encourages
local units to review their internal controls. After reviewing their controls, a careful reading of the procedures
attached may aid the unit in strengthening their controls. We have also included an illustration on how to divide
duties with a staff of one or two. The procedures should be reviewed carefully and the cost effectiveness
measured before being implemented by a local unit.
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GENERAL CONTROLS — Those that can be applied to all areas of a governmental unit.

A. Plan of organization — A plan of organization should be developed and communicated to all
parties involved (governing body, mayor, city manager, finance officer, and anyone else elected
or employed). This plan should include:

1. Clear lines of authority and responsibility
2. List of positions
3. Duties of each position
4. Criteria to be observed by employees in initiating transactions
B. Governmental units should employ personnel with the ability and experience required to perform

satisfactorily the responsibilities assigned to them. This includes continuing education for
present employees.

C. Active participation by the governing body in key functions is necessary for good internal
controls. Personal investigation of complaints may help locate problems or areas needing

improvement.

D. Monthly reports must be presented to the Board and reviewed by the Board. These reports at a
minimum should reflect the budget and actual revenues and expenditures.

E. All employees should be required to take annual vacations. During their absence, their duties
should be performed by another person.

SPECIFIC CONTROLS — Those that can be applied to the various functions within a unit.

Units of government have various accounting functions. We will address the major functions and the
related internal controls. The procedures used in each function are outlined, followed by suggestions on how to
divide duties between staff members for more effective internal control. The major functions addressed in this
memo are:

Major Functions

Investment Management
Inventory Management

Cash Management

Cash Disbursement — Nonpayroll
Cash Disbursement — Payroll
Billing and Receipting — Utilities
Billing and Receipting — Taxes
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INVESTMENT MANAGEMENT

Procedures

1. Units should make sure their investments are in compliance with G.S. 159-30.

2. Local units should have physical custody of securities.

3. Access to securities should be restricted to personnel authorized by the governing body.
4. Investments should be adequately safeguarded.

5. Securities should be in the name of the unit.

Duties

“The finance officer shall manage investments subject to whatever restrictions and directions the
governing board may impose. The finance officer shall have the power to purchase, sell, and
exchange securities on behalf of the governing board. The investment program shall be so
managed that investments and deposits can be converted into cash when needed.” G.S. 159-30

(2)
INVENTORY MANAGEMENT

Inventories needed to have adequate controls. They need to be accounted for and have physical
safeguards. The water and sewer fund could possibly have a material amount of chemicals and
plumbing fixtures on hand at any period of time.

Procedures

1. Clearly define custodial responsibilities.

2. Units should have physical barriers (locked doors, cabinets and fences).

3. Control keys.

4. Maintain a list of additions to inventory and withdrawals from inventory initialed by the
person receiving the inventory.

5. Units should take physical inventories at least once a year.

Duties

1. Control of keys

2. Physical inventory

Separation of Duties

1. Engineer must have access to keys.
2. Physical inventories should be performed by Accounting Clerk and/or Finance Officer
(someone other than engineer).
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CASH MANAGEMENT

Procedures

1.

3.

Duties

Nhwb

All bank accounts should be authorized by the governing body.

Bank accounts should be properly collateralized in accordance with G.S. 159-31(b).
Bank accounts should be reconciled promptly after the end of each month by someone
who does not participate in other cash procedures including handling currency, receipts or
signing of checks.

Unopened bank statements should be delivered directly to the individual making the
reconciliation.

The bank should be instructed to contact an authorized official who is independent of the
recordkeeping and cash receipting functions for unusual items such as insufficient funds
notice.

All wire transfers should be authorized by a responsible official.

Board member should be notified by the bank for unusual items, such as insufficient
funds.

Make all wire transfers.

Review bank accounts for proper collateralization.

Receive unopened bank statement.

Perform bank reconciliation every month and check for the following:

A. Deposits
(1) Compare dates and amounts of daily deposits as shown on the bank
statement with the cash receipts journal.
(2) Investigate bank transfers to determine that both sides of the transaction
have been recorded on the books.

B. Disbursements
(1) Account for sequence for check numbers including all voided checks.
(2) Examine cancelled checks for authorized signatures.
3) Examine cancelled checks for irregular endorsements.
(4) Examine cancelled checks for alterations.

(Note: Uniform Accounting System Manual, procedure 37-09 for detail procedures on
bank account reconciliation.).
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Separation of Duties

One position:

Board Member
Finance Officer Who does not sign checks
2) 3) 1 @ 6
Two positions:
Accounting Clerk Finance Officer Board Member
@ ) 2) 3 (1)
CASH DISBURSEMENTS - NONPAYROLL
Procedures
1. Prenumbered checks should be used for all disbursements.
The supply of unused checks should be adequately controlled and safeguarded.
3. Voided checks should never be destroyed or thrown away. The signature space should be

cut off the voided check. All copies of the check should be filed in numerical order with
check copies.

4. All paid invoices and vouchers effectively stamped “paid” to prevent re-use.

Payment of photocopied invoices or statements should be prohibited; pay only from

original invoices.

The practice of signing blank checks in advance should be prohibited.

The practice of making checks to the order of “cash” should be prohibited.

The proper authority should approve all expense reports.

The local unit needs to maintain effective control over mailing or distribution of checks

after they are signed. (Checks should not be handed back to persons who prepared checks

for distribution; person signing checks should distribute.)

10.  Local unit should require a second signature of an official or employee who does not have
access to the accounting records on all disbursements. (The purpose of this internal
control procedure is defeated if one employee or official possesses a stamp or signature
plate of the other individual required to sign checks.)

N

O XN

Duties

1. Initiate purchase.

2. Type purchase order (at least original and one copy).

3. Review and approve purchase order by signing preaudit certification. [G.S. 159-28 (a)].

4. Sign off on copy of purchase order for receipt of goods after comparing purchase order to
goods received.

5. Match invoice to copy of purchase order and compare goods received report to invoice
(mathematical check of footings).

6. Prepare and review check.

7. Review documentation and sign check.

80-A-5



Present purchase order, receipt report, invoice, check and addressed and stamped
envelope for second signature.

Review supporting documentation, sign check, mail check to vendor, and return
supporting documentation to accounting clerk.

Separation of Duties

One position:

Finance Officer Board Member

2) 3 @ ) 6) (1) ®) (1 ©)

Two positions:

Accounting Clerk Finance Officer Board Member

(2) (4) (5) (6) (1 G) (M) ®) )

CASH DISBURSEMENTS - PAYROLL

Procedures

1.

Duties

oA LD =

Every employee should have a personnel file which includes authorization for hiring,
salary history, hours authorized to work, federal and state withholding forms, hospital and
retirement information and support for any other payroll deduction.

All paychecks should be supported by time sheets which are reviewed and approved by
signature.

Hire personnel and set salary and working hours.

Prepare personnel file form authorization papers and updates.

Review and approve (by signature) time sheets and leave records.
Prepare checks from authorized salary and time sheets and review work.
Review payroll for reasonableness and sign checks — first signature.
Review payroll and sign checks — second signature.

Distribute checks.

Separation of Duties

One position:

Finance Officer Board Member

2) 3) @ ) ONONG
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Two positions:

Accounting Clerk Finance Officer Board Member

2) 4 3) G (1) (6)

F. BILLING AND RECEIPTING — UTILITY

Procedures

1. The meter readings should be taken by someone other than the normal reader at least once
a year. The meter reader should not have any financial duties.

2. Total gallons billed should be reconciled to total gallons pumped and/or kilowatts
produced to kilowatts billed.

3. Before mailing, all bills should be reviewed for reasonableness.

4. Billing procedures should provide that a return portion of bill be submitted with
payment.

5. Receipt of payment should be separated from recording transactions. The person who
receives payment should not be posting to the accounts receivable ledger.

6. Responsible official reviews the ordering of prenumbered receipt books for proper
number sequencing.

7. Prenumbered receipts should be issued for all cash receipts. (Separate books for major
functions: Tax receipt book, Water and Sewer receipt book, and Miscellaneous receipt
book).

8. Accounts receivable ledgers should be balanced with control accounts monthly.

9. Delinquent accounts should be listed periodically for review by an appropriate official.

10. Have an agreement with the bank that all checks with the unit of government as “payee”

must be deposited, not cashed.

One of the most effective internal control procedures for receipting of cash is separation of duties for
receipting cash and posting to accounts receivable ledger. In the smaller units where there is only one
person in the office on a daily basis this could be a difficult task. One solution to this problem is for
small units to negotiate with their banks to handle the receipting of monthly utility bills. A list of duties
is presented below for this option. The separation of duties listed below is not ideal; however, under the
circumstances it is the most practical solution.

Duties (Billing and Receipting — Utility)

A e

Salibe

Establish a policy for terminating services to delinquent customers.

Prepare bills and review work.

Reconcile total gallons/kilowatts billed to total gallons pumped or kilowatts used.
Post to accounts receivable ledger.

Mail bills.

Receive return portion of billing along with check or cash, write receipt, record amount
received on return portion of billing, and endorse all checks “for deposit only” to unit
account.

Prepare Daily Collection Report and reconcile to return portion of billing.

Prepare deposit slip and reconcile to Daily Collection Report.

Record receipt of cash to accounts receivable ledger.
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10.  Prepare a list of delinquent accounts.

11.  On asample basis, trace billings into accounts receivable ledger to see if
they have been posted.
12.  On a sample basis, trace deposits into accounts receivable ledger. (Take the return

portion of the billings and trace to accounts receivable ledger; amount posted should
equal amount deposited.)

13.  Review of delinquent accounts. Determine that “cut-off” policy as established in #1
above is being adhered to by reviewing accounts receivable ledgers.

Separation of Duties

Units of government handling cash receipts

One position:

Finance Officer Board Member
2) B) ) (5) (6 (7) (8) (9)(10) (1) (11) (12) (13)
Two positions:
Accounting Clerk  Finance Officer Board Member
(2) 5) (6) (7) (3) 4) (®) (9)(10) (1) (11) (12) (13)

Units of government with banks handling cash receipts:

One position:

[Bank Finance Officer Board Member
[(6) (7) (8)] 23 @ 6 © a0 @) An*a2* ds3)

Two positions:

[Bank] Accounting Clerk Finance Officer Board Member

[(©) (7)) @] @ @GO (3) (10) AH* (A2)* (1) (1D* (12)* (13)

*These duties are not as critical to internal controls since the functions of cash receipting and
posting to receivable ledger have been separated.
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G. BILLING AND RECEIPTING TAXES
Procedures

The Uniform Accounting Systems Manual has specific procedures on the tax cycle.

One procedure a small municipality may want to consider is contracting with the county to bill and
collect taxes for the municipality. The municipality should evaluate the effect this procedure will have
on tax collection rates, cost of collection, and efficiency of operations. Mr. Win Quakenbush with the
LGC will be happy to discuss this procedure more thoroughly with all interested units.

The governing body of the municipality shall designate person or persons who shall compute
and prepare the tax receipts for all taxes charged upon the tax records [G.S. 105-320 (b)]. No taxing unit
shall adopt a tax receipt form until it has been approved by the Department of Revenue [(G.S. 105-320
(a)]. A tax receipt form that is becoming more popular is a postcard with a detachable portion to be
mailed with payment. The portion kept by the taxpayer is the taxpayer’s receipt. This style of form is
gaining popularity as it saves: 1) cost of envelopes in mailing tax notices, 2) postage costs since postage
required for postcards is less than envelopes, 3) cost of envelopes and postage used in mailing receipts to
taxpayers, and 4) personnel time since this process is more efficient.

Duties (Units collecting their own taxes)

Prepare and compute the bills.
Reconcile property taxed from bills to tax records received from the county.
Post the taxes receivable ledger.
Mail bills.
Receive return portion of billing along with check or cash, record amount received on
return portion of billing, and endorse all checks “for deposit only” to unit account. This
person should be designated and bonded as “tax collector”. (Note: Consult Uniform
Accounting System Manual for receipt of partial payments, discounts, penalties and
interest, and other unusual situations.)
Prepare Daily Collection Report and reconcile to return portion of billing.
Prepare deposit slip and reconcile to Daily Collection Report.
Record receipt of cash to tax receivable ledger.
Prepare a list of delinquent accounts.
0.  On asample basis, trace billings into taxes receivable ledger to see if they have been
posted.
1. On a sample basis, trace deposits into taxes receivable ledger.
(Take the return portion of the billings and trace to accounts receivable ledger; amount
posted should equal amount deposited.)
12.  Review of delinquent accounts. Delinquent accounts at January 6 should equal amount in
Taxes Receivable account. Any abatements should be approved by the governing board.
Advertise delinquent accounts specifying that any discrepancies should be brought to the
attention of a designated board member.

M
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Separation of Duties

One position:

Finance Officer
(1) B @ ©6) ©) (1) (8)O)* 2)* (10) (11) (12)
Two positions:
Accounting Clerk Finance Officer
(1 @ 6) ) (7) 2) 3) ®O*

*If finance officer does this procedure then Board Member should review.
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MEMORANDUM #569
State of North Carolina
Department of State Treasurer

State and Local Government Finance Division ROBERT M. HIGH
TREASURER and the Local Government Commission DEPUTY TREASURER

April 19, 1984

MEMORANDUM
TO: Elected Officials
FROM: J. D. Foust

SUBJECT: Internal Controls - - Small Units of Government

The Local Government Commission has gathered information that will help smaller units strengthen their
internal controls. Elected officials have a responsibility to provide taxpayers with reasonable assurance that
governmental finances are adequately controlled. Whether a unit of government has strong or weak internal
controls directly reflects the reliability of the accounting records and financial statements. Strong internal
controls aid in the prevention and detection of fraud and accidental errors in the accounting process.

Extensive separation of duties is not always possible for smaller units of local government. In such cases, the
duties should be separated as much as possible and alternative controls used to compensate for lack of
separation. The governing board members must be called upon to provide some of these controls.

This is a condensed version of Memo #568 Internal Controls — Small Units of Government which was mailed to
finance officers and independent auditors. This bulletin addresses only the tasks needed to be performed by
board members for more effective internal control. For more detailed information you may want to obtain a
copy of Memo #568 from your finance officer or CPA.

The major functions addressed in this memo where a board member could improve internal controls are:

1) Cash Management

2) Cash Disbursements — Nonpayroll
3) Cash Disbursements — Payroll

4) Billing and Receipting — Utility
5) Billing and Receipting — Taxes

If the unit has more than one accounting employee only the items with an asterisk (*) should be completed by a
board member.
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L

IL.

II.

IV.

RMH/smp

Cash Management

*A.

B.
C.

Board member should be notified by the Bank for unusual items, such as insufficient
funds.

Receive unopened bank statement.

Perform bank reconciliation every month.

Cash Disbursement - - Nonpayroll

A.

*B.

Initiate purchases.
Review supporting documentation, sign check, mail check to vendor, and
return supporting documentation to accounting clerk.

Cash Disbursements - - Payroll

*A.
*B.

C.

Hire personnel and set salary and working hours.
Review payroll and sign checks - - second signature.
Distribute checks.

Billing and Receipting - - Utility

Establish a policy for terminating services to delinquent customers.

On a sample basis, trace billings into accounts receivable ledger to see if they have been
posted.

On a sample basis, trace deposits into accounts receivable ledger.

(Take the return portion of the billings and trace to accounts receivable ledger; amount
posted should equal amount deposited.)

Review of delinquent accounts. Determine that “cut-off” policy as established in #1 is
being adhered to by reviewing accounts receivable ledgers.

Billing and Receipting - - Taxes

A.
*B.

*C.

*D.

Reconcile property taxed from bills to tax records received from the county.

On a sample basis, trace billings into taxes receivable ledger to see if they have been
posted.

On a sample basis, trace deposits into taxes receivable ledger. (Take the return portion of
the billings and trace to accounts receivable ledger; amount posted should equal amount
deposited.)

Review of delinquent accounts. Delinquent accounts at January 6 should

equal amount in Taxes Receivable account. Any abatements should be approved by the
governing board. Advertise delinquent accounts specifying that any discrepancies should
be brought to the attention of a designated board member.
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